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Bhat, will ensure that Ms. De La Rosa/Ms. Lisa Macias follow up with 
staff that are not in compliance to ensure training is conducted. 

Responsible Person: Administrative Associate, Financial Analyst, and 
Director 
Planned Implementation Date: Already in place (November 21, 2014) 

Post Audit Review: Internal Audits is in the process of performing 
follow-up for this recommendation. 

Information Systems Security - Disaster Recovery Plan (DRP), Backup Recovery of 
Systems and Data 
The unit's DRP is incomplete and is not being tested on an annual basis. The unit stated 
that the employee responsible for updating and testing the DRP is no longer working in 
the department and these tasks have not been assigned to anyone else. Without an 
updated DRP, the unit may not be able to adequately recover critical systems and data in 
the event of a disaster. 

According to Section 5.5.2 of UT Austin's Iriformation Resources Use and Security 
Policy, "Each college, school, or unit responsible for a system(s) should maintain a 
[DRP]. The recovery plan includes the following: 

• Procedures for recovering data and applications in case an unexpected event 
occurs such as natural disaster, power or system disk failure, espionage, data entry 
error, human error, or other systems operations errors; 

• Assignments of operational responsibility for backup of all systems connected to 
the respective network; 

• Requirements for off-site storage needs; 
• Physical and network access controls for on-site and off-site storage; 
• Processes to ensure backups are viable and can be recovered (for example, routine 

testing of backup and recovery procedures.)" 

Recommendation 8: Management should ensure that a comprehensive 
documented DRP exists within UT Austin's Kuali Ready DRP 
application1 for all critical information resources and that it is tested at 
least annually. Additionally, the DRP should be kept up-to-date as staff 
and/or systems change. 

Management Corrective Action Plan: CTR currently uses the Cockrell's 
schools IT services and Ms. Laurie Wood has already been laying 
groundwork for disaster recovery plans under Kuali. Mr. Robert 
Harrison, Ms. Marybeth Casias and Ms. Lisa Loftus-Otway all have 

1 Kuali Ready is an application provided by the Information Security Office and is designed for 
departmental disaster recovery planning. 
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access to this system along with Dr. Bhat. In addition CTR has just 
convened an IT Needs Committee comprised of the aforementioned staff, 
and Mr. Bob Gloyd, Mr. Truman Oliver, Ms. Jen Duthie NMC Director, 
Mr. Nabeel Khwaja CTR Assistant Director, Dr. Michael Murphy and Ms 
Louise Rosenzweig our Library Manger. This team has already identified 
that records retention - including archiving disk space - and disaster 
management, is needed for CTR (given the changes and staff movement 
we have had over the past few months). The committee plans to issue 
recommendations to the Director by April 30 2015. 

Responsible Person: Research Engineering/Scientist Associate IV, Senior 
Systems Administrator, and Director of IT 
Planned Implementation Date: April 30, 2015 

Post Audit Review: Internal Audits will perform follow-up once the 
implementation date has passed. 

CONCLUSION 

Based on the audit procedures performed, we conclude that CTR has reasonable to strong 
controls in most of the areas reviewed. However, opportunities for improvement were 
noted for procurement cards, travel expenditures, general departmental 
information/organization/activities, account reconciliations, purchasing activities, and 
information systems security. 

In accordance with directives from The University of Texas System Board of Regents, 
the Office of Internal Audits will perform follow-up procedures to confirm that audit 
recommendations have been implemented. 
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AP P EN DIX 

Electronic Office Structure 

General Departmental Information/Organization/ Activities 

Payroll/HR 

Account Reconciliation 

Endowed Positions /Gift Administration 

Outside Employment/Conflict of Interest 

Cash and Cash Equivalent Handling 

Cash Registers/Cashiers 

Petty Cash 

Accounts Receivable 

Merchandise for Resale 

Inventory 

Controlled Items 

Purchasing Activities 

Authorization for Individual Services 

Contracts 

Procurement Cards 

Travel Expenditures 

Entertainment and Official Occasion Expenditures 

Information Systems Security 

[I] A priority weakness, if not addressed timely, could directly impact achievement of a strategic or 
important operational objective of a UT institution or the UT System as a whole. These findings will 
be reported to UT System Administration. 

Page 10 


